21 CFR Part 11
Electronic Records;
Electronic Signatures

General concept

The U.S. Federal Food and Drug Admin-
istration (FDA) has issued regulations
that provide criferia for acceptance by
the FDA, under certain circumstances,
of electronic records and electronic sig-
natures as equivalent to paper records
and handwritten signafures executed
on paper.

Electronic records can therefore replace
paper records

e for FDA submission

e for FDA inspection

e for archiving purposes

The purpose of the regulation is to
ensure the

e infegrity

e frustworthiness and

o reliability

of electronic records and, where used,
electronic signatures.

Introduction

The Electronic Records and Electronic
Signatures final rule (FDA 21 CFR
Part 11) became effective on August
20, 1997.

All systems that come under FDA regu-
lations are impacted by the regulation.

Part 11 requires three types of con-

frols:

1. Administrative controls, e.g. policies
such as identification of individuals
and non-repudiation of electronic
signatures
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2. Procedural controls, e.g. Standard
Operating Procedures for using and
maintaining a system

3. Technical controls, e.g. security and
access to the application and audit
trails

Electronic signature components and controls.
Controls for identification codes/passwords.

The CFR STAR® software ensures that
the technical controls are compliant.
Full 21 CFR Part 11 compliance is,
however, only established when all
three types of control are in place.

Technical controls

(Supplier responsibility)

Procedural controls

(User responsibility)

Administrative controls

(User responsibility)
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Key Features

Definitions
(21 CFR Part 11: §11.3 Definitions)

Electronic records

Electronic record means any combina-
tion of fext, graphics, data, audio, picto-
rial, or other information representation
in digital form that is created, modified,
maintained, archieved, refrieved, or dis-
fributed by a computer system.

Electronic signature

Electronic signature means a computer
data compilation of any symbol or se-
ries of symbols executed, adopted, or
authorized by an individual fo be the
legally binding equivalent of the indi-
vidual’s handwritten signature.

Closed system

Closed system means an environment
in which sysfem access is confrolled
by persons who are responsible for the
content of electronic records that are on
the system.

Key features
The STAR® software has been designed
to work as a closed system. Iis key
features are:

e Access Control to the application
(password)

e User Level
rights)

e Electronic Records (file integrity)

e Audit Trail (change and system his-
fory)

e Electronic Signatures (status of elec-
fronic records)

Management  (user

Access Control

The primary role of access control is
to limit system access to authorized
individuals. The STAR® software can
therefore only be used if the login is
successful. Every user is unique and
has a user name and a specific pass-
word.

Multiuser system

For multiuser purposes, each user must
have a Windows and a STAR® account.
The Windows account allows the user
to start the operating system; the STAR®
account allows the STAR® software fo
be used.

STARe User Authentication: Database 2003
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Fig. 1. The STAR® software login box

If more than one user uses the STAR®
software, the automatic Windows
screen saver lock must be switched
off.

A STAR® user is automatically logged
off after a certain period of inactivity
(defined by the administrator).

than one distinct user with the same
identification throughout the lifefime of
the STAR® database.

The administrator has the options to

define:

e The minimum password length

e Password with/without special char-
acters (for enhanced security)
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Fig. 2. User policy definition

Password policies

User identification restrictions:

¢ No two individual users can have the
same login (unique user name)

e Old accounts can be disabled but
not delefed

Users cannotf be delefed or renamed,
even if no other records refer to this
user. In this way, the STAR® software
ensures that the entries in the audit trail
can be uniquely assigned to a user. As
a result, it is not possible to have more

e Password age control
- expiration date (password must
be periodically changed)
- reuse period for passwords, if
allowed
e Maximum number of logon attempts
(account lockout after an administra-
tor-defined number of failed logins)
e Deactivation fime (for the STAR®
screen saver lock)

The administrator can reset the pass-
word of any user (see Fig. 4).



User Management
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Up fo 27 different rights can be granted
as appropriate to an unlimited number
of different user roles.

User Level Management
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Electronic Signatures

Once you decide to sign an electronic
record, user authentication takes place
(user name and password).

The signature is linked to the record you
sign and cannot be removed, copied or
transferred.

The process of signing consists of:

e User authentication

e Check of the signature right

e Check of the signature level

o Setting the level to the new signature
level

e Selection of a meaning out of an
administrator-defined list (max. 10
meanings)

e Adding an optional remark

It generates:

e Printed name of the signer

e Datfe and fime of the execution

e History of all signafures related to
this electronic record

Electronic Signature .

Electronic Signature

Electronic Signature 3 x|
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legal equivalent of a traditional handwritten signature.
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Fig. 5. Electronic signature user authentication

The electronic signafure (stafus) is
visible in the electronic display as well
as on the prinfout of each electronic
record.

For more defails, you can select File >
Electronic signature ... . The following
information appears and is automati-
cally included in a prinfout.
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Fig. 7. Electronic
signature history of an
electronic record



Audit Trail
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Fig. 8. Signature levels and signature meanings

Signature level

Each user is assigned a user role and
signature level that corresponds fo the
user’s daily business requirements.
This means that a user can only sign
a record if he has the basic right fo
sign and also has the appropriate
signature level (i.e. higher than the
actual status of the electronic record
= last signature level).

Example
User Role Signature level Meaning
Jones Lab Manager 10 Released
Widman Senior Scientist 7 Approved
Miller Scientist 4 Reviewed
Frazer Lab Technician 1 Tested

Once user Miller has signed a record,
only users with the right of signature
and with a signature level higher
than 4 can additionally sign the same

electronic record (in this example,
Widmann or Jones, because they
have signature levels of 7 or 10).

Audit Trail

Computer-generated time-stamped
audit trails

METTLER TOLEDO has implemented
two audit trails in the STARe software:
the system audit trail and the analysis
audit trail. Each has a specific function
within the software.

System audit trail

The system audit trail keeps defailed
records of all system changes (login
attempts, software version changes,
backup and resfore, user creation,

.

This ensures that it is not possible to
make changes fo data oufside a com-
pliant system and to bring the dafa
back into a compliant system. The
audit trail keeps frack of such actions.

An old database that was used in a
non-CFR compliant system can be
restored in a compliant system.

From this point onward, old records
are treated as being identical fo new
records.

Analysis audit trail

The analysis audit trail keeps defailed
records of all significant changes of
electronic data objects. It documents
the creation, modification and delefion
of any electronic record.

The audit trail records what, how, who,

when, where and why:

e \What was changed (indicates the
record type)

e How shows the previous and the
new value (difference)

e \Who made the changes (user and
user name)

e \When the change occurred (dafe
and time of the change: computer
generated time-stamp)

e \Where the change was made (elec-
tronic record identification)

e \Why the change was made (the
reason - if there is one)



System Validation

General audit trail functions xl
Filter Criteria Action | User Name I Mame of User | Date | Detail o
- . Action I - Logan West West John 07.03.2003 10:17:37 Successul
Filter functions Change password Jores JoresRonald  07.03.200310.17.37  ‘West
. . . . User Name I - ST&Re Software startup Jones Jones Ronald  07.03.2003 10:08:25 “Yersion 8.00 B
Filter functions allow you to quickly find Lagon Jones JonesAonald  07.03200310.08:24  Successhul
. . . Date From Izg_uz_zuua 10:54:34 Logon Jones Jones Ronald  05.03.2003 14:55:53 Successiul
the appropriate part of the audit frail, to Lag on Jones Jones Flonald  05,03.2003 1455:41  Successiul
. . . . Date To I Logon Kelsey Kelzey Mark 05.03.2003 14.55:15 Successiul
facilitate review or inspection. Lag on Keley  KelseyMak 05032003 145457  Successhul
Lag on Miller Miller Steve 05.03.2003 14:54:46 Successtul
Logon Miller Miller Steve 05.03.2003 14:53:48 Successtul
. . . . Logon Jones Jones Aonald — 05.03.2003 14:52:41 Successhul
Filter functions available are: T e Jones JonesRonald 05032003 145053 Successiul
. Frint... | Update I Logon Jones Jones Ronald  05.03.2003 14:50:03 Successtul
e Action (Why) Logon Kelsep  KelseyMak  D5032003144332  Successhl
Export | Analysis Trail | Logon Kekey Keksey Mak  05.03.2003 14:43:10 Successhul
e User (who Change password Foreman  ForemanJon  05.03.200314:4903  Kekey
Cl
[ Logon Foreman  ForemanJon  05.03.2003 144857 Successhul
[ ] DOTe (When) Help Logon Fareman Foreman Jon  05.03.2003 14:48:26 Successiul
Change password Jones Jones Ronald  05.03.2003 14:48:26 Foreman
e [tem (what) Logon Jones JonesRonald  05.03.2003 144722 Successhul
Change password Miller Miller Steve 05.03.2003 14:47:22 Jones
Logon Miller Miller Steve 05.03.2003 14:.47:06 Successtul
P R IE Logon Miller Miller Steve 05.03.2003 14:45:38 Successtul
Change password METTLER  hettler 05.03.2003 14:45:38 biller
n n'ou' Xpo"‘ X ) . Create user account METTLER  Mettler 05.03.2003 14:44:08 Frazer
Create user account METTLER  Mettler 05.03.2003 14:43:38 Tucker
Coples Of The OUdIT Tro” or pOFT Of ” can Create user account METTLER  Mettler 05.03.2003 14:43:15 Garcia
Assign user role METTLER  Mettler 05.03.2003 14:42:32 Simpson: Lab
be generOTed n humon reGdOble bUT Create user account METTLER  hettler 05.03.2003 14:42:31 Simpson
—adi i i Create user account METTLER  Mettler 05.02.2003 14:41:13 Felsey
non ed”(]ble form’ Ond n eleCTron Ic Cieate uger account METTLER  hettler 05.03.2003 14:40:50 Foreman =
form (.pdf). i [ Ll_l
The same filter criteria as above can , —
. Fig. 9. An excerpt from the system audit trail
be applied.
o Analysis Audit Trail x|  Furthermore, the audit frail can be print-
Filter Critetia Action | User Mame [ Name of User | Date | Record Type | Record ed Ond eXpOrl'ed as a fext f||e EXpOrT
Action I - Sign record Jones Jones Fonald  07.03.2003 10:45:04 Evaluation Polymor A ' .
Sign record Miller Miller Steve 07.03.2003 10:42:10 Evaluation Palymor GS O TeXT fl Ie IS prOTeCTed by O SpeClOl
User Namel :I' Sign.record Frazer Frazer M?chae\ 07.02.2003 10:32:48 Evalual?an Palymar user nghT ThoT needs aq user procedure
Date Bom IW Modify record  Frazer Frazer Michael 07.03.2003 10:38:44 Evaluation Polymar .
Creatgrecord  Frazer Frazer Michael  07.03.2003 10:35:11 Evaluation Polymor TO STOTe When Th IS can be Used .
Date To I Sign record Jones Jones Aonald  05.03.2003 14:55:44 Method D +120
Fecord T Iﬁ Sign record Kelsep Kelsey Mark 05.03 2003 14:55:07 Method D +120
ecord Type |* hd > I : . . . .
SIgHIIEEUrd Miller M!"El Steve 05.03.2003 14:54:20 Method D +120. For The anlyS|S Oud"' tro”/ prlntouts Ond
14 of 14 Actions Modify record  Miller Miller Steve 05.03.2003 14:54:13 Method D +120. .
| Roviakeisted s JonesFianald  05.022003145148  Method D +120, exports can be generated that include
Print... Updsle || signiecod  donss JonesRonald  05.0320031450:34  Method D +120, o :
Sian record Foreman Faoreman Jon  05.03.2003 14:48:39 Method D +120. or eXC|Ude Some SpeCIfIC detO”S
Export. System Trail
Sign record Miller tdiller Steve 05.03.2003 14:46:20 Method D +120
Full Print... | Cloze | Createrecord  Miller Miller Steve  05.03.2003 14.46:12 Methad D +120.
Full Expart... | Help |

System Validation
Detals..
Difierencss . The STAR® software has been developed
Deletz.. and validated according to a certified
Quality Management System which
conforms to ISO 9001 guidelines. The
] »l| software development life cycle follows
ISO guidelines.
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Fig. 10. An excerpt from the analysis audit frail

METTLER TOLEDO offers in addition
Installation Qualification (IQ) and Op-
erational Qualification (0Q) and will be
pleased fo assist you with Performance
Qualification (PQ).
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